Bbe3sonacHocts B cetn UHTEpHET
Pexomenoayuu pooumensam no pabome ¢ oemovmu

HNHuTepHer - npaBoBoe moJie

3aKOHOAATENBCTBOM MPEAYCMOTpPEHA aJIMUHUCTPATUBHASL U YTOJIOBHAs OTBETCTBEHHOCTH 32
IPOTUBONPABHYIO JEATEIBHOCTD B ceTu «VHTepHET». AIIMUHHCTPATUBHAS OTBETCTBEHHOCTh
HacTynaet ¢ 16 Jer.

VYTroi0BHas OTBETCTBEHHOCTh C 16 yer (3a «3aBeOMO JIO)KHOE COOOIIEHHE 00 aKTte
TeppopusMa» — ¢ 14 ner).

[IIupokuii CrieKTp OTBETCTBEHHOCTU MPEAYCMOTPEH 3a SKCTPEMHUCTCKYIO JesiTeabHOCTh. Ha
Tepputopun TomMckoi 00aacTu B rojl paccieayetcs nopsaka 10 yroJoBHBIX JIeJ, CBSI3aHHBIX
C OKCTPEMUCTCKOM JIeATeNbHOCThIO, IPEkIe Bcero B cetu «MHTepHeT». Mimerorcs TeHaeHITNN
K CHUKEHHUIO BO3pPACTa BOBJICUCHUS B SKCTPEMHUCTCKYIO A€ TEILHOCTb.

Jloka3pIBaHHUE MPABOHAPYILICHUM B CETH 3HAYUTEIBHO MPOIIE, YEM APYTUX MPABOHAPYILICHHI
MU CBSI3aHO C KONUPOBAaHHWEM MATEPHUAIIOB B YCTAHOBJICHHOM TOPSAKE W HaIlpaBlICHUEM
HECKOJBKHUX O(UIMAIbHBIX 3anmpocoB. OCHOBHAs 11€1b — O0OpAaTUTh BHUMAHUE POJUTENCH Ha
CYIIIECTBYIOIIUE PUCKHU B CETH, YUTOOBI 00€30MaCUTh COOCTBEHHBIX JICTECH.

I/IHTepHGT — OIWH M3 BAXXHBLIX 3JICMCHTOB JKH3HH COBPCMCHHOI'O O6HI€CTBa, C KOTOPBIM
NpCACTONT HAYYHUTBLCSA KXKHUTb U pa6OTaTB, oncHuBasg BCE €0 BO3MOXHOCTH, B TOM YHCJIC
IMOTCHIOHUAJIBHBIC PUCKH.

Pucku niis nerei:

® pacmpocTpaHeHHe O ce0e M3MIIHUX, B TOM YUCJIe KOMIPOMETHPYIOIINX MaTEpUasoB;

® paccpeloTOYCHHWE BHUMAHHUSA, CHIDKCHHE YCIIEBa€MOCTH, BBIpaOOTKa UIPOBOM
3aBUCUMOCTH, 3aBUCHUMOCTH OT MOOWJIBHBIX YCTPOMCTB, IICUXOJIOTHYECKUE TTPOOIIEMBI;

® aHOHUMHAs TPaBJSA CO CTOPOHBI CBEPCTHHUKOB,;

® yTedka MepCOHATbHON MH(OpMaIuKU, B TOM YUCIE JIMYHBIX QoTorpaduii; coBepiieHne
IpaBOHAPYIICHHH, BJICKYIIIMX aJIMUHUCTPATUBHYIO 1160 YTOJOBHYIO
OTBETCTBEHHOCTB;

® [IPECTYIHbBIC MOCATATENHCTBA, B TOM YHCII€ CEKCYaTbHOTO XapaKTepa;

® BOBJICYCHHUE B MIPECTYITHBIE, B TOM YHUCJIE IKCTPEMHUCTCKHE COOOIIECTRA;

Puckm 1i1s poauresieii:

e Bam peOEHOK MOXET «UCHOPTUTHY cebe Oyaymiee. IIpuBiedeHre mNOAPOCTKA K
aIMUHUCTPATUBHOM JTMOO YrOJIOBHOM OTBETCTBEHHOCTH 3HAYUTEIHHO CHIDKAET, JTHOO
MepPEUYePKUBACT TEPCIEKTUBBI JAIBHEHUIIIET0 TPYAOYCTPONUCTBA B TOCYIAapCTBEHHBIE
YUPEKACHUS U PSJT KPYITHBIX HETOCYTaPCTBEHHBIX CTPYKTYP;

o UMudopmarusa, KOTOpyr MyONHKyeT peOEHOK, MOKET OBITh HCIIOJIh30BaHA B IIEIISAX
OKa3aHUs BO3ACHCTBHS Ha BaCc HEIOOPOKETATEIISIMU.



e Bam peOGEHOK MOXET cTaTb OOBEKTOM MPECTYMHBIX MOCITaTeNbCTB, OBITH
BOBJICUCHHBIM B NPECTYNHYIO AECATEIbHOCTh, Balll JOMAIIHHUN aApec MOMKET CTaTh
MECTOM COBEPILIEHUS MPABOHAPYILIEHHUS, B JIIOOOM U3 3TUX CIy4yaeB BbI MOMAIAETE MO/
JOTIOJIHUTEIIBHOE BHUMAHHE IIPABOOXPAHUTEIIBHBIX OPTraHOB;

e Bac Moryr npuBiedb K aIMUHUCTPATUBHOM OTBETCTBEHHOCTH 1O CT. 5.35. KoAIl P®
«Heucnonuenune poauTensiMu OOA3aHHOCTEM 10 COAEPNKAHUIO W BOCIUTAHUIO
HECOBEPIICHHOJETHUX» 3a IIPAaBOHAPYLIEHHUs 1eTeu B cetn VIHTepHeT;

dakTbI

e Hudpopmanuto, onyOoJIMKOBaHHYIO B ceTU MIHTEpHET 3a4acTyl0 HEBO3MOYKHO YAAJIUTh.
VY nanenue nHpOpMalUK MOJIH30BATENIEM B MOAABIISAIONIEM YHUCIE CIy4aeB MPUBOIUT
JMILB K TOMY, YTO UH(OpManus He oToOpaxaercs. [Ipu 3ToM camu 1aHHBIE XpaHATCS
Ha CepBepax;

e MoOuibHbBIE YCTPONUCTBA, CAUTHI, IPOTPAMMBI, UTPHI U IIOMCKOBBIE CUCTEMBI COOMPAIOT
0 BaC BECh CIEKTP BO3MOXKHBIX JJAHHBIX B PEKJIAMHBIX U MHBIX KOMMEPUYECKUX LEIAX.
HekoTtopble npuiiokeHus coOMparoT U XpaHAT TAKKe N300paKEHUS OKPYXKAIOIIEH Bac
00CTaHOBKH, 3allMChIBasl UX C KAMEPHI YCTPOICTB BO BPEMsI UID;

e Google 3T0 He TONBKO TMOMCKOBask CTPOKA, HO W TEKTaphl IUIOMIAACH C CepBepamu
XPaHEHHMsI TaHHBIX, 3JIEKTPOCTAHIIMK U CITyTHUKOBBIE CUCTEMBI B COOCTBEHHOCTH;

e [IyOnukanus ¢ororpaduii B COMATBHBIX CETSIX, MOYKET MPUBECTHU K MOJYUYEHHUIO O BacC
OoJbiel nHpopMauu IpsaMo Ha yiuie. CepBUCH paclio3HaBaHUS JIUI] MO3BOJISIOT 32
HECKOJIbKO MUHYT HAWTH Ballly CTPAHMILY B COI[UATIBHOU CeTH. J{J1s1 KOppEeKTHON pabOoThI
QJITOPUTMOB HY>KHO, 4TOOBI BbI yale myonukoBaiu ceou gororpaduu. K Bam Ha ynuie
110 UMEHU MOKET 00paTUTHCA MOUIEHHUK;

e JleBOUKaM-IIOJIPOCTKAaM, aKTUBHO HCIIOJIb3YIOLIUX COLMAJIbHBIE CETU JUIsl OOIIECHHUS B
cpeaHeM noctynaet oT 1 10 10 mpeaioKeHnil CeKCyaabHOTO XapaKTepa €KEMECIUHO;

e VYV OOJBUIMHCTBA MOJI30BATENEH COLMAIBHBIX CETEH B APY3bSIX €CTh XOTA-Obl OJIMH
«po0OT» - COOPUIMK MEPCOHATBHBIX JAHHBIX B PEKIAMHBIX LEISIX. 3a4acTyl0 TaKUMHU
poOOTaMH SBJISIIOTCS MOOMIIbHBIE UTPBI, KOTOPBIM BBl «pa3peliaeTe» KOnaThCsl B BalllUX
JIMYHBIX COOOIICHUSX;

e [lonckoM MHpOpPMAIMK B COLMAIBHBIX CETSIX AKTUBHO MOJIB3YIOTCS KOJIJIEKTOPHI,
JNETEKTUBbI, KaJIpOBbIE AareHTCTBA, MPABOOXPAHUTENbHBIE OpPraHbl,  CIIY>KObI
0€e30MacHOCTH OpraHu3aluil  pa3audHblX (OpM COOCTBEHHOCTH, M JlaXKe Ballu
HEeJI00poXKeTaTeH;

e [IpectynHuku, UCIIOJIb3YIOIINE CeTh NuTepHet LISt COBpAILICHUS
HECOBEPILIECHHOJIETHUX MOT'YT IEPENUCHIBATHCS OT UMEHU CBEPCTHUKOB;

e Jlopsnka 10% mnpaBoHapylieHUN € UCHOJIb30BaHUEM ceTU «MHTEpHET» COBEpIIAIOT
JUIA C MNCUXWYECKHMMH OTKJIOHEHMSIMU. BBl MOXeTe He 3HaTh, YTO OONIaeTech C
OOJBLHBIM YEJIOBEKOM;

e Ecam c Bamero gomaiiHero KOMIbIOTEpa Apy3bs peOeHKa COBEpIIAT MPECTYITHOE
nericTBue (Hanmpumep, MyOJUKAIMI0 MAaTepHaIOB ¢ HACHJIMEM B LIEJISIX BO30OYKIACHUS
HEHABUCTH), TO BEJIMKA BEPOSTHOCTb, YTO BO BPEMsI OOBICKA y Bac HU3bIMYT BCIO
KOMITBIOTEPHYIO TEXHUKY, BKJIFOUasl Ballld MOOWIIbHbBIE TEIE(POHBDIL;



Ha caiite ask.fm 3anpernim aHOHMMHBIC BOIIPOCHI TIOCIIE ClTydasi CyuIlna peOeHKa B
pe3yJibTaTe ero aHOHUMMHOW TPABJIM CBEPCTHUKAMM.

Kpaxa maposieil uyxoil CTpaHUYKM Ja)X€ paju LIYyTKU — OpecTyruieHue. Pacciaenyer
otaen «K» moauimn.

YTo gesiaTh POAUTEIISIM:

PasroBapuBaiite Ha TeMy O0€30IIaCHOCTH B CETH C JAE€TbMHU. PerymsapHo wu
nocienoBaTenbHo. NHTEpHET — MPOAOJDKEHHUE JTUYHOCTH, & HE €€ «IOoJIyJeTrajibHas
TeHb». B3pocible MUBUIM30BAHHbBIE JIOAM B MyOJIUYHONW MEPENUCKe HE HCIOIb3YIOT
HEIEH3YPHYIO JIeKcuKy. He cTouT my6iuKoBaTh CIMIIIKOM MHOTO HH(OpMaIu o cebe.
«JIpykKUTb» MOXHO TOJIBKO C TEMH, KOTO 3HACUIb JUYHO. BceX HE3HAKOMBIX, KOTOPBIE
T00aBJISIIOTCS B APY3bsl C HEMPUCTOMHBIMH MPEIIOKEHUSIMH - OTHPABISATH B «UEPHBIN
CIIMCOK», OTIpaBisis kano0y B couuanbHOi cetn. He OoliTech 3amaBarh NpsSMbIX
BOIIPOCOB cBOMM JieTsM. Jlo onpenenenHoro Bo3pacta (0T 12 go 14 ner) nonb3yitech
CTpaHMIIEH BMECTE C pEOCHKOM.

Co3spaiite cBoz nmpaBuiI B cembe. Hanpumep, He monb3oBaThes ceThio nociue 22:00. He
UTpaTh B UTPHI OoJiee 2 yacoB Nopsia. OCTaBIsATh B OJJHOM MECTE CPEICTBA MOOMIIbHOMN
CBA3M BCEH CEMBH IIepel] CHOM, Hampumep B kKopuuope. Camu cienyite UM H
MOCTENIEHHO TPUyYauTe AeTei. BKIIIOUMTE 3JE€MEHT UIpPbl M MOOLIPEHUN B CiIy4ae
CJIEIOBAaHUIO MPABUIL.

Oco3naiite camu ¥ 00BSICHUTE HEOOXOAMMOCTh PETUCTPALIMU MEPCOHATBHBIX CTPAHMUIL
CO CBOHUX JIMYHBIX HOMEPOB TeNe(OHOB (MOXKHO BoccTaHaBiuBaTh naponu no CMC).
CraBbTe JABYX(AKTOpPHYIO aBTOpU3alMi0. BplOupaiiTe cloXHble MOapoiu AJs
colraibHOM ceTu. HemomycTumo mnpepaBaTh MpaBO TPETHUM JHIAM I10JIb30BAThCS
BalllMMU cTpaHuIiamu. He maBaiite maposb K BameMy JuaHoMy Wifl Bcem moapsi.
VY3HaiiTe peKBU3NUTHI BCEX CTPAHUL B COLMAIBHBIX CETAX M MHBIX CEPBHCAX, KOTOPHIE
HCTIOJIB3YIOT NETU (B Konrakre,
Onnoxmaccuuky, Instagram, Crpamusait.py, Facebook, Twitter, YouTube u T.m.).
ExxeHenenbHO B 00s3aTENbHOM MOPSAAKE 3HAKOMBTECh C COJEp)KAHHUEM IyOIMKaIHii
Baiux geted. OOCyxaaiiTe omy0IMKOBaHHBIE MU MaTepualbl. J{aiiTe MOHSTh, UTO BbI
B Kypce UX BUPTYaJIbHOU ku3HU. CMOTPHUTE CIHUCOK «IOAMUCOK» pedenka. CoBeTyiiTe
HE TOJANHCHIBATHCS HA HETraTMBHbIE cooOmiecTBa. MIMEHHO MOANUCYMKK Tpynm C
HacWjiMeM W TMopHorpaduel Mo CTaTHUCTUKE CTAHOBATCS JKEPTBAMM MPECTYIHBIX
MOCSTaTENIbCTB.

Opranusyiite 0€30MacHYI0 TEXHUYECKYIO Cpely UIsl MOJIb30BaHUs peOEHKa CEThIO.
Camprit ipoctoii u 6ecmatHbii cmocod — SAuaexc JJTHC (Augexc DNS) — nabGepure B
IIOMCKOBOM CHCTEME M O3HAKOMBTECh C HWHCTpyKuMen. M3yuure pemeHus s
0e30macHOro UCIoJb30BaHus MOOMIbHBIX yeTpoicTB (Kaspersky Safe Kids u iaro0Obie
apyrue npodeccuoHanbHble pemieHus). O0paTuTech K 3HAKOMBIM HHXKEHEpaM IS
HacTpoiku. Hukorma He ynansiiTe MCTOpUIO NPOCMOTpa Opay3epa Ha JOMalllHEM
KOMITBIOTEpE — 3TO TOXKeE ILIar K Balleil 0e30MacHOCTH.

[Ipu nonydyennn HHPOPMALMM O HEraTUBHOM HH(POpMALMK B CETH (HACHIIME Ha
JNETbMHU, PAcCHpOCTPAaHEHUE HAPKOTHUKOB, MPU3bIBBI K CYHIHAY, SKCTPEMUCTCKHUE
MaTtepuabl) He ocTaBisiiTe PpakTel 6€3 BHUMaHUs. [loTpaThTe 5 MUHYT Ha HamMCaHUE
obpamenus B Pockomuamzop (http://eais.rkn.gov.ru/feedback/) u ornpasste xano0y B



http://eais.rkn.gov.ru/feedback/

COLIMAJIBHOM CeTH. TOJIBKO COBMECTHBIE YCUIIUs Bcero HTepHET coo0IIecTBa CAENA0T
UH(OPMAIMOHHOE MTPOCTPAHCTBO O€30MacHe.

JlenuTech CBOMM OMBITOM C JIPY3bIMU U APYTUMU POAUTEISIMHU.

Eciu peGeHok OT4yX)maeTcs U MPOSIBISIET arpeccuio, BEpOSITHEE BCETO OH YTO-TO
CKpBIBaeT OT Bac. by/bTe BHUMaTeNnbHbI U HEe «rneperudaite nankyy». [lomaure, Bama
1[eJTb KaK POJIUTEINS — HE 3aIIPETUTh HCIIOIb30BaTh CETh, a CIeNaTh cpeny 0e30nacHOn U
Pa3BUBAIOIIECH.



